AKIHOHEPHOE 00111eCTBO

"Yopasaswmas komnanusa "'IlepcnekruBubie UnBecTumm'

Pexomennanuu
1o c00JII01eHNI0 HH(POPMALMOHHOMH 0e30I1ACHOCTH KJINEHTAMU
AKIHOHEepHOTo 001ecTBa «YnpaBaswmasa komnanus «llepcnekruBubie UHBecTHIMMI»
B LleJIAX NPOTHBO/AECTBHS HE3AKOHHBIM (PMHAHCOBBIM ONEPALUAM

AO «YK «llepcnextuBabie MuBectuium» (nanee - Opranusanus) QoBoauT 10 Barrero
CBEICHMSI OCHOBHBIE PEKOMEH/IALIUY 110 3alIUTe HHPOPMAIMHU OT BO3JAECUCTBUS MPOTPAMMHBIX KOJIOB,
MPUBOIANINX K HAPYIICHUIO INTATHOTO (PYHKIIMOHUPOBAHUS CPEJICTB BBIYMCIUTEIBHON TEXHUKH
(BpeOHOCHBIN KOJ), B LEJIAX MPOTHUBOICHCTBUS HE3aKOHHBIM (DMHAHCOBBIM OTIEPAIIHSIM.

PekoMenpamuu 1o coOmoneHW0 HWH(DOpPMAIMOHHOW 0€30MacHOCTH (COBOKYITHOCTH — Mep,
MIPUMEHEHHE KOTOPBIX HAIPaBJICHO HAa HEMOCPEACTBEHHOE oOecreueHue 3alluThl HWHGOpMaluHy,
MPOIIECCOB, PECYPCHOTO W OPraHU3AIMOHHOTO OOECIIEYeHHs, HEOOXOAMMOTO ISl TMPUMEHEHHS
yKa3aHHbIX Mep 3amuThl (31ech u ganee tepmuHsl u3 [OCT P 57580.1-2017) He rapaHTHpYIOT
obecriedeHrne KOH(QUACHIIMATLHOCTH, IEIOCTHOCTH M AOCTYIMHOCTH MH(OPMAIUU, HO MO3BOJISIOT B
L[EJIOM CHHM3UTh PHUCKUH HH(POPMAIMOHHONW O€30MacHOCTY M MUHUMHU3UPOBATH BO3MOKHBIE
HEraTHBHbIE MOCJIE/ICTBUS B CIIy4ae UX pealn3alii.

B nensx cHMXEHHUs pUCKa pealu3alud UHUIUACHTOB nHpopmannonHoi 6ezonacuoctu (I'OCT P
57580.1-2017) — HexenaTesNbHbIE WIM HEOKUJAHHBIE COOBITHS 3aIIUTHl WH(POpPMAIHMU, KOTOPHIC
MOTYT MPHUBECTHU K PUCKY HAPYIICHUS BBIMOIHEHUs OU3HEC-TIPOLIeCcCOB (KIMEHTA), TEXHOIOTHYECKUX
IIPOLIECCOB OpPraHu3alyy U (UJM) HApYIIUTh KOH(PHUIEHUUAIbHOCTH, LIEJTOCTHOCTU U JOCTYIHOCTH
nH(pOpMaIUY BCIEICTBUE:

e  HECaHKIMOHUPOBAHHOIO JOCTYyNa K Balleld HH(OpMalMU JIMIIaMH1, He 00JIaarolliMMU [TPaBOM
OCYIIECTBIEHUS 3HAYNMBIX (KPUTHUYHBIX) oreparuii (B T.4. GUHAHCOBBIX);

e  [0TepH (XUILEHUs) HOCUTENEH KIItoUeH 3IeKTPOHHON MOMNCH, C UCTIOIb30BaHUEM KOTOPBIX,
OCYIIECTBISIOTCS KpUTHUHBIE ((DHHAHCOBBIE) OTIEPAIINH;

®  BO3JEHCTBUS BPEIOHOCHOIO KOJIa HA YCTPOMCTBA, C KOTOPBIX COBEPIIAIOTCS KPUTUYHBIE
(puHaHCOBBIE) OnEpanuy;

®  COBEpIICHUS B OTHOIICHWN Bac MHBIX MPOTHBOIIPABHBIX JICHCTBUH, CBI3aHHBIX C
MH(POPMALMOHHOM 6€30MacHOCTBIO.

Pexomenayercs cobmonate psAa  NpOoPUIAKTUYECKUX MEpPONpPUATUN, HAIMpaBICHHBIX Ha
MOBBIIIEHUE  ypOBHA  HMH(POPMAIMOHHON  0O€30IacHOCTHM MNpPH  HCIOJIB30BAHUM  OOBEKTOB
uHpopMaTHU3aluu (COBOKYITHOCTH 00BEKTOB, PECYPCOB, CPEJICTB U CUCTEM 00pabOTKH MH(POpPMALIUH,
B T.4. aBTOMaTU3UPOBAHHBIX CHUCTEM, MCIOJIB3YEMBIX IUJIs oOecrieueHus UHPpopMaTH3aluu Ou3Hec-
nporeccoB (I'OCT P 57580.1-2017) Opranuzauuu.

BuumarenbHO M3yuuTe JOTOBOpP, MPUIIOKEHUS K JOTOBOPY M WHBIE JIOKYMEHTHI, CBSA3aHHbBIE C
UCIIOJHEHUEM JIOTOBOpa, O3HAKOMBTECh C pasfefamMH, IIOCBSIIEHHBIMH HH(POPMALMOHHOM
0e30macHOCTH/KOH(DHUICHIIMATEHOCTH.

1) Ilpu ocymecTBieHMH KpPUTHYHBIX ((PUHAHCOBBIX) ONepanuil ciaeayeT MpPUHUMATh BO
BHUMaHHE PUCK MOJyYEHUS TPETHUMH JIMIIAaMHU HECAaHKIIMOHMPOBAHHOTO JOCTYINa K 3allydliaeMon
MH(OPMAIINH C LIETbI0 OCYIIECTBICHUS (PUHAHCOBBIX OMepalyii JIMIaMH, He 00JIaAal0MMH TIPaBOM
UX OCYIIECTBJICHHs, TaKHE€ PUCKH MOTYT ObITh OOYCJOBJEHBI BKJIOYas, HO HE OrpaHHUYUBASChH
CIIEIYIOIIUMHU ITPUMEPAMU:

a. Kpaxa mapons u waeHTHHKATOpa JOCTyNa WIM HWHBIX KOH(HICHIMATHHBIX HTaHHBIX,
Harpumep, CVV\CVC Homepa KapThl, KIIFOYEH AIEKTPOHHOW MOANMUCH/THU(POBAHUS TTOCPEICTBOM



TEXHUYECKUX CPEJICTB W/MIM BPEIOHOCHOTO KOJA; M HCIHOJBb30BAHUE 3JI0YMBIIUICHHUKAMU
YKa3aHHBIX JaHHBIX C APYTUX YCTPONCTB AJI1 HECAHKIIMOHUPOBAHHOIO JOCTYIIA;

b. VYcraHoBka Ha YCTPOWCTBO BpPEAOHOCHOTO KOJa, KOTOPBIA IO3BOJUT 3JI0yMBINUICHHUKAM
OCYIIECTBUTh KpUTHYHBIE oniepaluu oT Bamero umeny;

c. Mcnonb3oBaHus 3710yMBIIUIEHHUKOM YTEPSHHOTO WM YKpajeHHoro tenedona (SIM kapthr)
st nonydeHuss CMC  KoJoB, KOTOpbIE MOTYT MOpUMEHAThC OpraHuzanueid B KadyecTBe
JIOTIOJTHUTEIBHON 3aIUThI JUIsl HECAaHKIMOHUPOBAHHBIX (DUHAHCOBBIX ONEPALUNA, YTO MO3BOJIUT UM
000HTH 3aIUTY;

d. Kpaxka winm HecaHKIIMOHUPOBAHHBIN JIOCTYN K YCTPOMCTBY, ¢ KOTOporo BbI monb3yerech
yciyramu/cepBucamMu  Opranuszanuy  JJIs MOJMYyYEHUs JAHHBIX W/WIM HECAHKIMOHWPOBAHHOTO
nocryna K cepprucam OpraHusaiiu ¢ 3TOro yCTpOMCTBa;

e. Ilomyuyenue nmapouns u uaeHtudukaropa goctyna u/unu koga u3 CMC u/unm KogoBOro ciona
U TIPOYMX KOH(PHICHIUANbHBIX JaHHBIX, B T.4. MACIOPTHHIX JAHHBIX, HOMEPOB CYETOB U T.[. IIyTeM
oOMaHa W/uiu 3710yHoTpeOIeHHs JOBepreM, KOT/Ia 3T0OYMBIIUICHHUK MPEACTABISETCS COTPYAHHUKOM
Opranuzanuy Wi TEXHUYECKUM CIEHHAIUCTOM WM MCIOJb3YET MHYIO JIETEHAYy U npocuTr Bac
COOOIIMTH €My 3TH CEKPETHBIC JaHHBIC, WJIM HANPABISET MOAICIbHBIE COOOIIEHHS 10 SIEKTPOHHON
MOYTe WJIA MHCHMO MO OOBIYHOHM IMOYTE C MPOCHOOW MPENOCTaBUTh MH()OPMAIMIO WM COBEPIIUTH
JeiCTBHE, KOTOPOE MOXKET IPUBECTH K KOMIIPOMETALIUU yCTPONUCTBA;

f. IlepexBaTa 3JEKTPOHHBIX COOOLIEHMM M MOJyYEHUS HECAHKIUMOHHPOBAHHOIO JOCTYyINa K
BBIMIMCKAaM, OT4YeTaM M mpoueil QuHaHcoBOi wuH(popMamuu, ecnu Bama snekTpoHHas modYTa
MCTOJIB3YeTCs UIst HHPOPMAIMOHHOTO 0OMeHa ¢ OpraHu3amnue Wiy, B CIydae MOJIy4deHUs T0CTyTa K
BallI€H 3JIEKTPOHHOI 1oYTe, OTIIpaBKa COOOIIEHUH OT Ballero UMeHu B OpraHuzaiuio.

2) Jlns cHHKEHUS prcKa (PMHAHCOBBIX OTEPh:

a. OO0ecrneubTe 3aIIUTy yCTPOWCTBA, C KOTOPOTO BBl MOJb3yeTech yciyramu OpraHusanuu, K
TaKMM MepaMm BKJII0Yasi, HO HE OTPaHUYMBASICb MOTYT ObITh OTHECEHBI:

e lcnonb3oBaHuEe TONBKO JMIIEH3MOHHOTO IPOrPaMMHOIO OOECHEeUeHHs], IOJIIy4€HHOIO U3
JIOBEPEHHBIX HCTOYHUKOB;

e 3amper Ha YCTAaHOBKY IPOTPAMM U3 HENIPOBEPEHHBIX HCTOYHUKOB;

e Hamuuue cpencTBa 3alMThl, TaKMX KaK: AHTUBUPYC (C PpEryJIsipHO M CBOEBPEMEHHO
O0OHOBIISIEMBIMU 0a3aMHM ), IEPCOHAJIbHBIN MEKCETEBOM IKpaH;

e Hacrpoiika npaB nocTyna K yCTPOMCTBY C LENbIO MPEJOTBPAIIECHNS HECAHKIIMOHUPOBAHHOIO
JOCTyHa;

e XpaHeHHe, UCIIOJIb30BaHNE YCTPOUCTBA C 1IEeJbI0 N30eXaTh pUCKOB KPaku U/WIIH yTEepU;

e (CBoeBpeMeHHbIE OOHOBJIEHUS ONEpAIMOHHOM CHUCTEMbI, OCOOEHHO B 4YacTH OOHOBICHMMH
6e3omacHocTH. VMmeiiTe B BUly, 4TO OOHOBJIEHHS CHIXKAIOT PUCKH 3apa’k€HUs BPEIOHOCHBIM KOJOM.
3JI0yMBIIIJIEHHUKHU YaCTO UCIIONIb3YIOT CTapble YA3BUMOCTH;

e  AKTHBAIMs APOJBHOM MM MHOM 3aIUTHI JJIs JOCTYIIAa K yCTPOMCTBY.

b. OOGecneubTe KOHGUACHINATBEHOCTS!

e XpanuTe B TailHEe ayTeHTU(UKAIMOHHBbIC/MICHTH(PUKAIIMOHHbIE JaHHbIE M KIIOYEBYIO
uHpopmanuto, noiaydeHHsle oT Opranumzanuu: naponu, CMC Kojabl, KOJOBBIE CJIOBa, KIHOYH
ANEKTPOHHON moanucH/mudpoBaHus, a B ciiyyae KOMIPOMETALUNA HEMEIJICHHO IPUMUTE MEphI JUIs
CMEHBI U/WIH OJIOKUPOBKU;

e CoOmromaiiTe MPUHIMII Pa3yMHOTO PAacKpbITUs WH(GOpPMAIMKA O HOMEpAxX CYETOB, O BaIIMX
MacMOPTHBIX JaHHBIX, 0 HOMEpax KpeauTHBIX u n1edeToBbix KapT, 0 CVC\CVV kopax, B ciiydae eciu
y Bac 3alpallvBalOT yKa3aHHY!0 HH(POpMalMI0, B MpHUBSA3Ke K cepBuUcaM OpraHuszaluu Io



BO3MO)XHOCTH OLIEHUTE CHUTYalMI0 U YTOUHHUTE IIOJIHOMOYHS U MPOLEAYpPY YEPE3 HE3aBUCUMBIN
KaHaJl, Harpumep, yepes3 Tenedon Opranuszanuu.

c. IIposBnsiiTe OCTOPOKHOCTD U IPELYCMOTPUTEIBHOCTS!

e DbynpTe OCTOPOXKHBI IIPU MOITYYEHUH IEKTPOHHBIX ITMCEM CO CCBUIKAMU M BIOXXCHHUSIMH, OHU
MOTYT IPUBECTH K 3aPAKCHHUIO BalIET0 YCTPONCTBA BPEIOHOCHBIM KOIOM. Bpe1OHOCHBIH KO, IIOTIaB
K BaM 4epe3 JIEKTPOHHYIO M10UTY UM UHTEPHET-CChUIKY Ha CaliT, MOXKET MOIY4YUTh JOCTYI K JIIOOBIM
JAHHBIM U MH()OPMAILMOHHBIM CHCTEMaM Ha BallleM YCTPONUCTBE;

e BuumarenpHO npoBepsiiTe agpecara, OT KOTOPOro IPHUILIO 3JIEKTPOHHOE NUChMO. Bxozsiee
3JIEKTPOHHOE MUCHMO MOKET OBITh OT 3JIOYMBIIIICHHUKA, KOTOPBIA Mackupyercs o OpraHu3aluio
WM UHBIX JJOBEPEHHBIX JIULL;

e BynpTe 0CTOPOXKHBI IIPH MPOCMOTPe/paboTe ¢ MHTEPHET-CAUTaMH, TaK KaK BPEIOHOCHBIN KO/
MOJKET OBITh 3aTPYKEH C CalTa;

e Bynbre ocTOPOXHBI ¢ (ailliaMi U3 HOBBIX WM HEMTPOBEPEHHBIX HCTOUHUKOB (B T.4. aPXHUBBHI C
naposieM, 3amugpoBaHHbIe (Baibl/apXuBbl, T.K. TAKOro poja (aiabl He MOryT OBITH IPOBEPEHBI
aHTUBUPYCHBIM 1O B aBTOMaTHUECKOM pPEKUME);

e He 3axoaute B cUCTEMBI yIaI€HHOIO JIOCTYIIA C YCTPOMCTB, KOTOPBIE BBl HE KOHTPOJIUPYETE.
Ha takux ycTpoiicTBax MOXXET ObITh BPEIOHOCHBIN KOJI, COOMPAIOIMI MapoiIu U UAECHTH(PUKATOPHI
JOCTYIA UJIU CIIOCOOHBIN NOIMEHUTH OIEPaLUIo;

e Cnenute 3a uHdopmanuei Ha caiite OpraHu3aly O MOCIEAHUX KPUTUYHBIX YA3BUMOCTSX U
0 BPEIOHOCHOM KOJIE;

e OcymecTBisiiTe 3BOHOK B OpraHuzanuio TOJbKO IO HOMEpy TeiedoHa, yKa3aHHOMY B
JI0roBope WM Ha opunuansHoM caiite Oprannzauuu. U umeiite B Buay, uro ot auna Oprasuzanuu
HE MOTYT IOCTYIaTh 3BOHKH WJIM COOOIIEHHUs, B KOTOPbIX OT Bac TpeOyroT nepenatb CMC-kofx,
apojb, HOMEp KapThl, KOJOBOE clI0BO U T.J1. KooBoe cioBo MOXKeET ObITh 3alPOIIEHO TOJIBKO, €CIH
BbI CaMU MO3BOHWIN B OpraHu3zanuio;

e UwmeliTe B BuAY, 4YTO €ciau BBl IepelraeTe Baml TenedoH W/WIM yCTPOMCTBO JAPYTrUM
II0JIB30BATENSAM, OHM MOTY YCTaHOBUTH Ha HETO BPENOHOCHBIN KOJ, a B ClIy4ae Kpakl WIH YTEpH
3JIOYMBILIJIEHHUKN MOTYT BOCIIOJIB30BaThCS UM JJISl AOCTyINa K cucremam OpraHu3anuu, KOTOPbIMU
noJip30Basiuch Bel. B cBs3u ¢ aTuM nipu ytepe, kpaxe tenedona (SIM kapTsl), HCTIONB3YeMOT0 s
nonyyeHus CMC KoJl0B WM AOCTyHa K CUCTeMaM OpraHu3alnuu ¢ MOOMIBHOrO MpHIIOKEHUs: 1)
He3aMeJUIMTENbHO  NpouHpopmupoBarh OpraHu3anuio uyepe3 KOHTAaKTHbIM  TenedoH, 2)
11eJ1ec000pa3HO MO BO3MOXKHOCTH OINEPATUBHO C YYETOM IPOYUX PHUCKOB M OCOOEHHOCTEH
MCIIOJIb30BaHUs Ballero tenedoHa 3abJ0KUpoBaTh U NepeBbnycTuTh SIM KapTy, a Takke CMEHUTh
napojib B MOOMIIBHOM MPUIIOKEHHH;

e [Ipu momo3peHNM Ha HECAaHKIIMOHUPOBAHHBIA JOCTYI HW/WIM KOMIIPOMETALMIO YCTPOWCTBA
HEOO0XO/IMMO CMEHMTh Tapojb, BOCIOJIb30BABLIMCH JAPYTUM JOBEPEHHBIM YCTPOHCTBOM W/MIIH
3a0JIOKUPOBATh JOCTYII, 00paTUBIIUCH B OpraHu3alnio, B OTHOLICHUN KII0UEBOWH HHPOpMALINUH, €CIH
9TO YMECTHO JUId Balllell YCIYyrd — OTO3BaTh CKOMIIPOMETHPOBAHHBIM KIIIOU 3IIEKTPOHHOMN
MOJITMCH/IIN(PPOBAHUSA, B COOTBETCTBUU C MPABUIIaMH, OTPAKEHHBIMU B JIOTOBOPE, MPUIOKEHUAX K
JIOTOBOPY U UHBIX JIOKYMEHTAX, CBSI3aHHBIX C UCIIOJIHEHUEM JI0TOBOPAa;

e [loMHUTE, YTO HaNU4YUE «ITAJOHHOI» PpPE3epBHOM KOMUH MOMKET OOJIEryuTh U YCKOPUTH
BOCCTAHOBJICHHE BallIEro yCTPONCTBA;

e Jlyumie BCEro UCHONb30BaTh JUIA (PUHAHCOBBIX OMNEpalUil OTJAEeNbHOE, MaKCHUMAalbHO
3aIUIICHHOE YCTPOMCTBO, JOCTYN K KOTOPOMY €CTh TOJIBKO Y Bac;

e Koutponupyiite cBoil Tenedon, mcnonb3yembid mis nomnydeHus CMC komoB. B cmydae
BbIxosa u3 cTpos SIM KkapThl, He3aMeNIUTEIBbHO OOpamanTech K COTOBOMY OIEpPaTopy IS
YTOYHEHUS IPUYMH U BOCCTAHOBJICHUS CBSI3H.



d. Ilpu pabore c KIOYaMu IEKTPOHHOH MOANUCH HEOOXOAUMO:

e Ucnonp3oBarh [ XpaHEHUs KIKOYEH DJIEKTPOHHOM TMOANKWCU BHEUIHUE HOCUTEIH,
HACTOSATENBHO PEKOMEHIAYETCA MCIIOIb30BaTh CHEUHUAIBHBIE 3AIMIIECHHBIE HOCHUTENIH KIIFOYEBOU
nHpopmanuu (KIF0YEeBbIe HOCUTENH), HampuMep: e-token, cMapT-kapra u T.11.;

e KpaiilHe BHUMATEIHFHO OTHOCHUTBHCS K KIIOUYEBOMY HOCHTEIIO, HE OCTaBIsTh €ro 0e3
MPUCMOTpPA U HE TEpelaBaThb TPETHUM JIMIIAM, W3BJIEKaTh HOCUTENIM M3 KOMIIBIOTEpA, €CIU OHHU
(KJTrOUYEBBIC HOCUTEIIN) HE UCIIOJIb3YIOTCS 1)1 paOOTHI;

e lcnonb30BaTh CIOXKHBIE Mapojid JUIsi BXOJAa HAa YCTPOMCTBO M I JOCTyHa K KIO4Yam
JNEKTPOHHOW TOJMUCH/KITIOYEBBIM HOCHTENSIM, HE XPaHUTh NApOJH OTKPBHITOM BHJE Ha
KOMIThIOTEPE/MOOMIIBHOM yCTPONCTBE.

e. [Ilpu pabore Ha KOMIBIOTEPE HEOOXOAUMO:

e lcmonb30BaTh JIMIEH3MOHHOE MPOrpaMMHOE oOecredeHrne (OnepaluoHHBIE CHUCTEMBI,
Oo(UCHBIC MAKETHI U T.11.);

o (CBOEBPEMEHHO YCTAaHABJIMBATh AaKTyaJbHbIE OOHOBICHUS OE30MACHOCTH (OIEpalMOHHbIC
CHCTEMBI, O(DMCHBIE TTAKETHI U T.1I.);

e lcmonp30BaTh aHTHUBHPYCHOE TPOTPaMMHOE  OOECIeUYeHHE, PpEerysipHO  OOHOBISTH
aHTUBUPYCHBIE 0a3bl;

e lcmonp30BaTh CHENUANTM3UPOBAHHBIC TPOTPAMMBI JUIsl 3aIIUTHI HHpOpManuu (TIepcoHaTbHBIC
MEKCETEBBIC IKPAHBI U CPE/ICTBA 3AIUTHI OT HECAHKIIMOHUPOBAHHOTO JJOCTYIIA), CPEICTBA KOHTPOJIS
KOH(UTYpaIK YCTPOUCTB;

e llcnonp30BaTh CIOKHBIE NTAPOIIH;

e OrpaHuyuTh JOCTYI K KOMIIBIOTEPY, HCKIIOYHTh (OTPAaHUYHUTH)  BO3MOXKHOCTb
JTVCTAaHIIMOHHOTO TIOKITIOYEHHSI K KOMIIBIOTEPY TPETHUM JTHIIAM.

f. IIpu paGore c MOOMIBHBIM MPUIIOKEHUEM HEOOXOUMO:

e He ocraBmare cBoe MoOunbHOe YyCTpoilcTBO 06e3 mpucMOTpa, YTOOBI HCKIIIOYHUTH
HECAHKIIMOHHPOBAHHOE UCIIONIb30BaHNe MOOMIIEHOTO TTPHUIIOKECHUS;

e Hcrnosnb3oBarh TOJIBKO opuIHaTbHbe MOOUIIBbHBIE IPUIIOKEHUS;

e He mepexoauTh MO CChUIKAM M HE YCTAaHABIMBATH MPHUIIOKEHUS/OOHOBIIEHUSI O€30MaCHOCTH,
npumenmue B SMS-coobimenun, Push-yBenomneHny nin no 3J1€KTPOHHOW MOYTE, B TOM YHCIE OT
umMeHn OpraHusanuy;

e VYcraHoBUTh Ha MOOMIIBHOM yCTPOMCTBE MApoJIb JJIs IOCTyIa K YCTPOUCTBY U MPUIIOKEHUIO.

g. Ilpu oOMmene uadopmarueit uepes cetb HTEpHET HEOOXOIUMO:

e He oTkpsiBaTh NMMChbMa U BIIOKEHHS K HUM, IIOJYYEHHBIE OT HEU3BECTHBIX OTIIPABUTENIEHN IO
3JIEKTPOHHOMU I0YTE, HE MEPEXOAUTH MO COAEPKAILIMMCS B TAKUX IMUCbMAX CCBUIKAM;

e He BBOmUTH mnepcoHATBbHYIO WHGOPMAIMIO Ha TMOJO3PUTENBHBIX CalTax W JPYTHUX
HEN3BECTHBIX BAM peCypcax;

e  OrpaHuW4YUTh NOCEIICHUS CANTOB COMHUTEIIBHOTO COJICPKAHMUS;

e He coxpansath maponu B maMmsaTH HHTEPHET-Opay3epa, €clu K KOMIBIOTEPY €CTh JOCTYII
TPETHUX JIULL;

e He naxxumats Ha GaHHEPHI U BCIUIBIBAIOININE OKHA, BOSHHKAIOIINE BO BpeMsi pabOThI C CETHIO
WNHtepHerT;

e He otkpoiBaTh Gaiinbl, noxydeHHbIE (CKaUaHHBIE) U3 HEM3BECTHBIX UCTOYHHUKOB.

[Ipu momo3peHnn B KOMIPOMETAIIUN KITFOUEH 3JIEKTPOHHOW MOmHCH/ U ()POBaHUS UITH
HCCAHKINUOHUPOBAHHOM JIBUKCHUU LICHHBIX 6YMaI‘, JACHCIKHBIX CPCACTB WJIN UHBIX (I)I/IHaHCOBI:IX
aKTUBOB HEOOXOMMO He3aMeINTENbHO oOpamaTthcs B OpraHu3anuio.



